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Reptune Terms and Data Security Package 
Thank you for (your interest in) using Reptune, the best-in-class transfer pricing documentation 
solution! With this Reptune Terms and Data Security Package we inform you about our: 

1. Reptune Terms of Service (or "Terms") – These cover your use and access to our services (the 
"Services").  

2. Reptune Privacy Policy (or “Privacy Policy”) – Here we describe what external personal data we 
collect in the Reptune application, how we use, share, store, secure and transfer the personal 
data and how you can access your personal data. 

3. Reptune Acceptable Use Policy (or “Acceptable Use Policy”) – Outlines your responsibilities 
when using our Services. 

4. Data Security Policy – Establishes procedures and awareness for our staff to ensure the highest 
level of data security for the 3 classes of highly confidential information: Reptune data, Client 
data and Personal data. 

When we refer to “TP Tuned”, “we” or “us” in this document, we mean TP Tuned BV. Your 
agreement is with TP Tuned BV. When we refer to “client” or “you”, we mean you and the 
organisation you represent. 

By using our Services, you're agreeing to be bound by the Terms, Privacy Policy and Acceptable Use 
Policy and that you have been sufficiently informed about our approach towards data security. You 
are agreeing to this Terms and Data Security Package on behalf of your organisation and the other 
users of your organisation. You must have the authority to bind that organisation to these terms, 
otherwise you must not use the Services. 

We may revise this Reptune Terms and Data Security Package from time to time to better reflect 
changes to the law, regulations or best-practice or changes, improvements or enhancements made 
to our Services. If an update affects your use of the Services or your legal rights as a user of our 
Services, we'll notify you of such update by sending an email to the email address associated with 
your account or via an in-product notification. 

If you have questions or concerns about this document,  
please contact TP Tuned BV’s Data Security Officer, Lennart  
van den Kommer, at lennart@tptuned.com or +31 6 25186830.  

 

  

mailto:lennart@tptuned.com
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1. Reptune Terms of Service 

License 
TP Tuned BV hereby grants to you a limited, non-exclusive license to use Reptune solely in 
connection with the Services and in accordance with these Terms. This license is non-transferable 
and non-sublicensable. 

Your Data 
When you use our Services, you provide Reptune with descriptions, files and other data ("Your 
Data"). Your Data is yours. These Terms don't give us any rights to Your Data except for the limited 
rights that enable us to offer the Services. 

We need your permission to do things like hosting Your Data, backing it up, and sharing it when you 
ask us to. Our Services also provide you with features like thumbnails, document previews, 
commenting, sorting, editing, sharing and searching. These and other features may require Reptune 
to access, store and scan Your Data. You give us permission to do those things. 

Our Services let you share Your Data with other users from your organisation, so please think 
carefully about what you share. 

As Reptune aims to function as an archive for transfer pricing data, the data is in principle 
maintained until (1) we receive a request from the you to permanently delete (certain) information 
or (2) when the Reptune licence is terminated. In either case, the data will be deleted as soon as 
possible, but ultimately within 1 week plus an additional month for the backup. 

Your data is only accessible to (1) users that are part of your organisation’s account, (2) 
Administrators and (3) other persons authorised by you. 

For details on our storage locations and how we treat the personal data included in Your Data, 
reference is made to the Reptune Privacy Policy. For details on our data security measures, 
reference is made to the Data Security Policy and the Data Security Q&A, which is available upon 
request. 

Our Services 
Reptune is a platform that primarily facilitates the worldwide coordination and preparation of 
transfer pricing documentation or reports (the “Reports”). The Reports are generated based on Your 
Data, the latest available Transfer Pricing Information (see section on Transfer Pricing Information 
for more details) and based on a best practice documentation format.  

Our Services under these Terms consist of: 

1. Providing you access to Reptune; 
2. Providing application support; 
3. Updating the Transfer Pricing Information; and 
4. Continuously further improving Reptune and the documentation format based on our 

research and client feedback. 

Our Services under these Terms do not consist of us providing transfer pricing advice or support, 
such as: 

1. Analysing Your Data; 
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2. Generating Reports; 
3. Coordinating the transfer pricing documentation process; 
4. Assessing and analysing transfer pricing risks; 
5. Preparing benchmarks; and 
6. Monitoring deadlines. 

Such services can be provided by TP Tuned BV upon request and under separate agreement. 

A Super User is entitled to a full-day training and has access to our help desk. Regular Users are 
trained by Super Users and refer to Super Users for support. 

Transfer Pricing Information 
The 3-tiered documentation approach recommended by the OECD is taken as a basis for the 
Reports. Reptune aims to notify you when you are preparing a Report for a company based in a 
country that poses (material) additional transfer pricing documentation requirements and what 
those requirements are. 

The technical analyses and information relating to local transfer pricing regulations contained in 
Reptune (Countries-section under Knowledge) and the Reports (“Country fact sheet”) are based 
upon our experience and interpretation of information available in the public domain on or around 
the time of generating of a Report. Transfer pricing is a dynamic legal area which is subject to 
changes and interpretation. It can therefore not be ruled out that there is a lag between a change 
occurring and it being implemented in Reptune, or there being deviating opinions on such analyses 
and information. It may never be possible to obtain 100% certainty on the application of transfer 
pricing regulations, but it may be considered to request a second opinion on a Report from a 
reputable, local advisor. 

Your responsibilities 
You're responsible for your conduct. Your Data and you must comply with our Acceptable Use Policy. 
Content in the Services may be protected by others' intellectual property rights. Please don't copy, 
upload, download or share content unless you have the right to do so. 

We may review your conduct and content for compliance with these Terms and our Acceptable Use 
Policy. With that said, we have no obligation to do so. We aren't responsible for the content people 
post and share via the Services. 

Help us keep you informed and Your Data protected. Safeguard your password to the Services, and 
keep your account information current. Don't share your account credentials or give others access to 
your account. 

You may use our Services only as permitted by applicable law.  

You will prevent unauthorised use of the Services by the users and terminate any unauthorised use 
of or access to the Services. User accounts may only be provisioned, registered, and used by a single 
person. You will promptly notify Reptune of any unauthorised use of or access to the Services. 

You are responsible for responding to third party requests via your own access to information. You 
will seek to obtain information required to respond to third party requests and will contact us only if 
you cannot obtain such information despite diligent efforts. 
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The Reports have been based on the information provided by you. You are responsible for the 
contents of the Reports.  

You should keep track of other local transfer pricing forms or filings which need to be made in 
addition to the above mentioned 3-tiered transfer pricing documentation. The Transfer Pricing 
Information available on Reptune and in the Reports aims to provide high level information in this 
respect, but cannot be considered to provide conclusive information. You remain responsible for the 
contents and timely filing of the Report as well as compliance with the applicable legislation and 
regulations. 

You are responsible for correct compliance with the applicable legislation and regulations with 
regard to the protection of personal data, including the personal data provided to Reptune 
concerning your organisation’s staff members, clients or third parties, also if this data originates 
from third parties or is provided by third parties at your request. Reference is also made to the 
Reptune Privacy Policy.  

Limitations 
Reptune facilitates the preparation of Reports in the English language. The Reports stipulate that 
they were drafted in the English language and that, if a translation is made, the English version 
should still be considered leading. A translation of Reports into local language may however formally 
be required. 

A materiality threshold may be applied to the value of intercompany transactions when scoping the 
Reports. The threshold is applied to the actual monetary value of transactions, not to the arm's 
length value which might be different. In case of e.g. financial services and lease of (tangible or 
intangible) property, the ownership of the underlying assets as such is not transferred. The value of 
these intercompany transactions is considered to be the payment for the use of the underlying 
asset. 

Some of your organisation’s companies may realise results in a financial year that deviate from the 
arm’s length range. Where the result is within the full range, Reptune documents the result as arm’s 
length in line with OECD Transfer Pricing Guidelines, which do not as a general rule preclude the use 
of the full range. If the result is outside the full range, Reptune automatically removes the arm’s 
length conclusion from the respective Report. 

Some services may qualify as low value adding services (LVAS) under the OECD Transfer Pricing 
Guidelines (after BEPS amendments). Reptune facilitates the application of the simplified approach 
for LVAS, in which case no benchmark is required. However, until the simplified pricing method is 
endorsed by a considerable number of countries it may be considered to use a benchmark for 
substantiating the arm's length pricing of such services.  

Updates and beta services 
Reptune is continuously improved. Users will be informed on Reptune.net about upcoming updates. 
We sometimes release products and features that we are still testing and evaluating. Those Services 
may not be as reliable as Reptune's other services. 

Our data 
The Services are protected by copyright, trademark, and other laws. These Terms don't grant you 
any right, title or interest in the Services, others' content in the Services, Reptune trademarks, logos 
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and other brand features. We welcome feedback, but note that we may use comments or 
suggestions without any obligation to you. 

License and invoicing 
When a first user is added for your organisation and on each annual renewal until cancellation, we 
will invoice your organisation EUR 10,000 for the Base License. The Base License entitles your 
organisation to access for a Super User and 2 Regular Users.  

You can add unlimited users to your organisation’s account. For additional users, we will on each 
annual renewal until cancellation invoice EUR 5,000 for each Super User and EUR 1,000 for each 
Regular User.  

All of the above amounts exclude VAT. The first user determines the license period. For subsequent 
users, we will invoice you a pro rata amount for the remainder of the current license period. 

For advisory organisations, suitable pricing arrangements will be made on an individual basis.  

You will provide complete and accurate invoicing and contact information to TP Tuned BV. 

You're responsible for all applicable taxes, and we'll charge tax when required to do so. You will pay 
TP Tuned BV net of any applicable withholding taxes.  

Fees are non-refundable except as required by law. 

You will pay us within 30 days. We may suspend or terminate the Services if the fees are past due.  

Changes 
We may change the fees in effect but will give you advance notice of these changes via a message to 
the email address associated with your account. 

Services term 
These Terms will apply from the date these Terms are accepted by you and continue until these 
Terms are terminated as set forth herein.  

Termination 
You may cancel your Reptune account at any time.  

We may terminate these Terms if: (i) you are in material breach of the Terms and fail to cure that 
breach within 30 days after receipt of written notice; or (ii) your organisation ceases business 
operations or becomes subject to insolvency proceedings and the proceedings are not dismissed 
within 90 days. We reserve the right to suspend or terminate your access to the Services with notice 
to you if you're using the Services in a manner that would cause a real risk of harm or loss to us or 
other users 

If these Terms terminate: (a) except as set forth in this section, the rights and licenses granted by us 
to you will cease immediately; (b) we may, at your request, provide you access to your account so 
that you may export Your Data; and (c) after a reasonable period of time and if you are the last user 
of your organisation to terminate its account, we will delete Your Data relating to your account. 

The following sections will survive expiration or termination of these Terms: Your responsibilities 
(third party requests), Licensing and invoicing, Our data, Termination, Indemnification, Disclaimers, 
Limitation of liability and Disputes. 
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Discontinuation of Services 
We may decide to discontinue the Services in response to unforeseen circumstances beyond our 
control or to comply with a legal requirement. If we do so, we'll give you reasonable prior notice so 
that you can export Your Data from Reptune. If we discontinue Services in this way before the end of 
any fixed or minimum term you have paid us for, we'll refund the portion of the fees you have pre-
paid but haven't received Services for. 

Services "as is" 
We strive to provide great Services, but there are certain things that we can't guarantee. To the 
fullest extent permitted by law, we make no warranties, either express or implied, about the 
Services. The Services are provided “as is”. We also disclaim any warranties of merchantability, 
fitness for a particular purpose and non-infringement. Some places don't allow the disclaimers in this 
paragraph, so they may not apply to you. 

Limitation of liability 
We don’t exclude or limit our liability to you where it would be illegal to do so. In countries where 
the following types of exclusions aren’t allowed, we’re responsible to you only for losses and 
damages that are a reasonable foreseeable result of our failure to use reasonable care and skill or 
our breach of our contract with you.  

In countries where exclusions or limitations of liability are allowed, we won’t be liable for: 

• Any indirect, special, incidental, punitive, exemplary or consequential damages, or 
• Any loss of use, data, business, or profits, regardless of legal theory. 

These exclusions or limitations will apply regardless of whether or not we have been warned of the 
possibility of such damages. 

If you use the services for any commercial or business purpose, we will have no liability to you for 
any loss of profit, loss of business, business interruption, or loss of business opportunity. We aren't 
responsible for the conduct, whether online or offline, of any user of the services. 

In particular, you are responsible for the contents and timely filing of the Reports and compliance 
with the applicable legislation and regulations. 

Other than for the types of liability we cannot limit by law (as described in this section), we limit our 
liability to you to any amount you've paid for Reptune in the previous 3 months. 

Indemnification 
You will indemnify, defend, and hold us harmless from and against all liabilities, damages, and costs 
(including settlement costs and reasonable attorneys' fees) arising out of any claim by a third party 
against TP Tuned regarding Your Data or your use of the Services in violation of these Terms.  

We will indemnify, defend, and hold you harmless from and against all liabilities, damages, and costs 
(including settlement costs and reasonable attorneys' fees) arising out of any claim by a third party 
against you to the extent based on an allegation that our technology used to provide the Services to 
you infringes or misappropriates any copyright, trade secret, patent, or trademark right of the third 
party. In no event will we have any obligations or liability under this section arising from: (a) use of 
any Services in a modified form or in combination with materials not furnished by us; and (b) any 
content, information, or data provided by you or other third parties. 
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Controlling law 
Any disputes or claims arising out of or in connection with these Terms are governed by and 
construed in accordance with the laws of the Netherlands.  

The parties will attempt in good faith to resolve any controversy or claim arising out of or relating to 
these Terms promptly by conference and negotiations between executives of the parties who have 
authority to settle the controversy.  

The disputing party shall give the other party written notice of the dispute. The receiving party shall 
within 20 calendar days after receipt of said notice submit to the other party a written response. The 
notice and response shall include (a) a statement of each party’s position and a summary of the 
evidence and arguments supporting its position, and (b) the name and title of the executive who will 
represent that party. The executives shall meet at a mutually acceptable time and place within 30 
calendar days of the date of the disputing party’s notice and thereafter as often as they reasonably 
deem necessary to exchange relevant information and to attempt to resolve the dispute. 

Any dispute, controversy or claim arising out of or in connection with this assignment, or the breach, 
termination or invalidity thereof, which has not been resolved within 60 calendar days of the date of 
the disputing party’s notice above shall be finally settled by arbitration in accordance with the 
Arbitration Rules of the Netherlands Arbitration Institute (Nederlands Arbitrage Instituut). The 
arbitral tribunal shall be composed of three arbitrators. The place of arbitration shall be Amsterdam, 
the Netherlands. The language to be used in the proceedings shall be English. The arbitration award 
shall be final and binding upon the parties. Consolidation of the arbitral proceedings with other 
arbitral proceedings pending in the Netherlands, as provided in Article 1046 of the Dutch Code of 
Civil Procedure, is excluded. 

All statements made and documents provided or exchanged in connection with the arbitration 
procedure shall be confidential information hereunder and neither party shall disclose the existence 
or content of the dispute or claim or the results of any arbitration award to any third party, except 
with the written consent of the other party or pursuant to a requirement by law or a court order. 

Entire agreement 
These Terms, including the Privacy Policy and Acceptable Use Policy, constitute the entire agreement 
between you and TP Tuned with respect to the subject matter of these Terms, and supersede and 
replace any other prior or contemporaneous agreements, or terms and conditions applicable to the 
subject matter of these Terms, with the exception of the separate agreement for additional services 
as described under “Our Services” above. These Terms create no third party beneficiary rights. 

Waiver, severability and assignment 
Our failure to enforce a provision is not a waiver of its right to do so later. If a provision is found 
unenforceable, the remaining provisions of the Terms will remain in full effect and an enforceable 
term will be substituted reflecting our intent as closely as possible. You may not assign any of your 
rights under these Terms, and any such attempt will be void. We may assign our rights to any of our 
affiliates or subsidiaries, or to any successor in interest of any business associated with the Services. 

Modifications 
If you don't agree to the updates we make to these Terms, you may cancel your account. Where 
applicable, we'll offer you a prorated refund based on the amounts you have prepaid for Services 
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and your account cancellation date. By continuing to use or access the Services after the updates 
come into effect, you agree to be bound by the revised Terms. 
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2. Reptune Privacy Policy 

What information we collect about you 
We collect and use the following information to provide, improve and protect our Services: 

• We may collect, and associate with your account, your name, email address, phone number 
and account activity.  

• We collect and store content that you post, send, receive and share. This content includes 
Your Data and any information about you or other persons that you may choose to include.  

• The Services also include our customer support, where you may choose to communicate 
information regarding a problem you are experiencing with a Service. Whether you open a 
support ticket, speak to one of our representatives or otherwise engage with our support 
team, you will be asked to provide contact information, a summary of the problem you are 
experiencing, and any other documentation, screenshots or information that would be 
helpful in resolving the issue. 

• Our Services are designed to make it simple for you to store Your Data, collaborate with 
others, and work across multiple devices. To make that possible, we store, process, and 
transmit Your Data as well as information related to it. This related information may include 
your profile information that makes it easier to collaborate and share Your Data with others. 

• You may choose to invite others to use the Services. If you do, we'll store those contacts on 
our servers for you to use. 

• We collect information related to how you use the Services, including actions you take in 
your account. This helps us provide you with features like the "Recent activity" pane and 
version history. 

• We may also collect information from and about the devices you use to access the Services. 
This includes things like IP addresses, the type of browser and device you use. 

• We use technologies like cookies to provide, improve, protect and promote our Services. For 
example, cookies help us with things like remembering your username for your next visit, 
understanding how you are interacting with our Services, and improving them based on that 
information. You can set your browser to not accept cookies, but this may limit your ability 
to use the Services.  

How we use information we collect 
Below are the specific purposes for which we use the information we collect about you. 

• We use information about you to provide the Services to you, including to authenticate you 
when you log in, provide customer support, and operate and maintain the Services.  

• We are always looking for ways to make our Services smarter, faster, more secure, 
integrated and useful to you. We may use collective learnings about how people use our 
Services and feedback provided directly to us to troubleshoot and to identify trends, usage, 
activity patterns and areas for integration and improvement of the Services.  

• We use your contact information to send communications via email and within the Services, 
including reminding you of subscription expirations, responding to your comments, 
questions and requests, providing customer support, and sending you technical notices, 
updates, security alerts, and administrative messages. We also provide tailored 
communications based on your activity and interactions with us. These communications are 
part of the Services and in most cases you cannot opt out of them. If an opt out is available, 
you will find that option within the communication itself or in your account settings. 
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• We use your contact information and information about how you use the Services to send 
promotional communications that may be of specific interest to you, including by email. 
These communications are aimed at driving engagement and maximising what you get out 
of the Services, including information about new features, survey requests, newsletters, and 
events we think may be of interest to you. We also communicate with you about new 
product offers, promotions and contests. You can control whether you receive these 
communications as described below. 

• We use your information to resolve technical issues you encounter, to respond to your 
requests for assistance, to analyse crash information, and to repair and improve the 
Services.  

• We use information about you and your Service use to verify accounts and activity, to 
monitor suspicious or fraudulent activity and to identify violations of Service policies. 

• Where required by law or where we believe it is necessary to protect our legal rights, 
interests and the interests of others, we use information about you in connection with legal 
claims, compliance, regulatory, and audit functions, and disclosures in connection with the 
acquisition, merger or sale of a business. 

• We use information about you where you have given us consent to do so for a specific 
purpose not listed above. For example, we may publish testimonials or featured customer 
stories to promote the Services, with your permission. 

• If you are an individual in the European Economic Area (EEA), we collect and process 
information about you only where we have legal bases for doing so under applicable EU 
laws. The legal bases depend on the Services you use and how you use them. This means we 
collect and use your information only where: 

o We need it to provide you the Services, including to operate the Services, provide 
customer support and personalised features and to protect the safety and security 
of the Services; 

o It satisfies a legitimate interest (which is not overridden by your data protection 
interests), such as for research and development, to market and promote the 
Services and to protect our legal rights and interests; 

o You give us consent to do so for a specific purpose; or 
o We need to process your data to comply with a legal obligation. 

• If you have consented to our use of information about you for a specific purpose, you have 
the right to change your mind at any time, but this will not affect any processing that has 
already taken place. Where we are using your information because we or a third party (e.g. 
your employer) have a legitimate interest to do so, you have the right to object to that use. 
In some cases, this may mean no longer using the Services. 

How we share information we collect 
We are not in the business of selling personal data to advertisers or other third parties. We only 
share information we collect about you in the ways discussed below. 

• We use certain trusted third parties to help us provide, improve, protect, and promote our 
Services. Only upon your request, we may provide personal data to affiliates and third 
parties who provide consulting around the Services. All of these third parties will access your 
information only to perform tasks on our behalf in compliance with this Privacy Policy, and 
we'll remain responsible for their handling of your information per our instructions. 
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• Our Services may display your name, email address, phone number and account activity to 
other users. Only with your prior consent, we may display personal testimonials of satisfied 
customers to visitors of the Reptune homepage. 

• We may disclose your information to third parties if we determine that such disclosure is 
reasonably necessary to (a) comply with the law; (b) enforce our agreements, policies and 
terms of service; (c) prevent fraud or abuse of Reptune or our users; (d) protect TP Tuned, 
our clients or the public from harm or illegal activities; or (e) protect Reptune's property 
rights. 

• Your Manager may have the ability to access and control your Reptune account. Please refer 
to your organisation's internal policies if you have questions about this.  

• If we are involved in a reorganisation, merger, acquisition or sale of our assets, your 
information may be transferred as part of that transaction. We will notify you (for example, 
via a message to the email address associated with your account) of any such deal and 
outline your choices in that event. 

How we store and secure information we collect 
• Your Data, including your personal data, is primarily stored in a data centre operated by 

Microsoft in West-Europe (the Netherlands). Reptune also replicates Your Data to a 
secondary region that is hundreds of miles away from the primary region to keep Your Data 
available even in the case of a regional outage or disaster in which the primary region is not 
recoverable. The data in the secondary location is available to be read only if a failover is 
initiated from the primary to the secondary region. The secondary location is North Europe 
(Ireland). Please visit http://azuredatacentermap.azurewebsites.net/. 

• Where we maintain contact with you by email, any data (including Your Data and personal 
data that is included in the correspondence) is stored in a data centre operated by Microsoft 
in Europe (Austria, Finland, Ireland or the Netherlands). Please visit 
https://office.com/datamaps.  

• Where we maintain contact with you through GoToMeeting-services, some personal data 
(primarily your name and email address) is stored in data centres operated by or on behalf 
of LogMeIn, Inc. Please visit www.logmeininc.com.  

• If so required to provide you with the Services and with your prior consent, we may store, 
process and transmit information in other locations around the world. Information may also 
be stored locally on the devices you use to access the Services. 

• While we implement safeguards designed to protect your information, no security system is 
impenetrable and due to the inherent nature of the internet, we cannot guarantee that 
data, during transmission through the internet or while stored on our systems or otherwise 
in our care, is absolutely safe from intrusion by others. We have a team dedicated to 
keeping your information secure and testing for vulnerabilities. We also continue to work on 
features to keep your information safe in addition to things like 2-factor authentication, 
encryption of files at rest, and alerts when new devices and apps are linked to your account. 

• We'll retain your personal data for as long as we need it to provide you the Services. If you 
delete your account, we'll also delete this data. But please note: (1) there might be some 
latency in deleting this information from our servers and back-up storage; and (2) we may 
retain this information if necessary to comply with our legal obligations, resolve disputes, or 
enforce our agreements. You can access your personal information by logging into your 
Reptune account. 

http://azuredatacentermap.azurewebsites.net/
https://office.com/datamaps
http://www.logmeininc.com/
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How to access and control your information 
You have certain choices available to you when it comes to your personal data. Below is a summary 
of those choices, how to exercise them and any limitations. We will respond to requests about this 
within a reasonable timeframe. 

• You have the right to request a copy of your information, to object to our use of your 
information, to request the deletion or restriction of your information, or to request your 
information in a structured, electronic format. Below, we describe the tools and processes 
for making these requests. You can exercise some of the choices by logging into the Services 
and using settings available within the Services or your account. Where the Services are 
administered for you by a Manager, you may need to contact your Manager to assist with 
your requests first. For all other requests, you may contact us as provided in the Support 
section on Reptune.net.  

• Your request and choices may be limited in certain cases: for example, if fulfilling your 
request would reveal information about another person, or if you ask to delete information 
which we or your Manager are permitted by law or have compelling legitimate interests to 
keep. Where you have asked us to share data with third parties, you will need to contact 
those third party service providers directly to have your information deleted or otherwise 
restricted. If you have unresolved concerns, you may have the right to complain to a data 
protection authority in the country where you live, where you work or where you feel your 
rights were infringed. 

• Our Services give you the ability to access and update certain information about you from 
within the Service. For example, you can access your profile information from your account. 
You can update your profile information within your profile settings and modify content that 
contains information about you using the editing tools associated with that content. 

• Our Services give you the ability to delete certain information about you from within the 
Service. For example, you can remove content that contains information about you and you 
can remove certain profile information within your profile settings. Please note, however, 
that we may need to retain certain information for record keeping purposes, to complete 
transactions or to comply with our legal obligations. 

• You may ask us to stop accessing, storing, using and otherwise processing your information 
where you believe we don't have the appropriate rights to do so. For example, if you believe 
a Services account was created for you without your permission or you are no longer an 
active user, you can request that we delete your account as provided in this policy. Where 
you gave us consent to use your information for a limited purpose, you can contact us to 
withdraw that consent, but this will not affect any processing that has already taken place at 
the time. If there is a delay or dispute as to whether we have the right to continue using 
your information, we will restrict any further use of your information until the request is 
honoured or the dispute is resolved, provided your Manager does not object (where 
applicable).  

• You may opt out of receiving e-mail communications from us by using the unsubscribe link 
within each email, updating your email preferences within your Service account settings 
menu, or by contacting us as provided on the Support page to have your contact information 
removed from our email list or registration database. 

• Browser-based cookies can be disabled through cookie-controls in the relevant browser. 
• Send "Do Not Track" Signals: Some browsers have incorporated "Do Not Track" (DNT) 

features that can send a signal to the websites you visit indicating you do not wish to be 
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tracked. Because there is not yet a common understanding of how to interpret the DNT 
signal, our Services do not currently respond to browser DNT signals. You can use the range 
of other tools we provide to control data collection and use, including the ability to opt out 
of receiving marketing from us as described above. 

• Data portability is the ability to obtain some of your information in a format you can move 
from one service provider to another (for instance, when you transfer your mobile phone 
number to another carrier). Depending on the context, this applies to some of your 
information, but not to all of your information. Should you request it, we will provide you 
with an electronic file of your basic account information. 

How we transfer information we collect internationally 
We collect information globally and primarily store that information in the Netherlands. We may 
transfer, process and store, with your prior consent, information outside of the Netherlands, to 
wherever a relevant third party service provider operates for the purpose of providing you the 
Services. Whenever we transfer your information, we take steps to protect it. When we transfer 
personal data to other locations, we make use of the EU-US and Swiss-US Privacy Shield 
Frameworks, European Commission-approved standard contractual data protection clauses, binding 
corporate rules for transfers to data processors, or other appropriate legal mechanisms to safeguard 
the transfer, processing or storage. 

Third party links 
Occasionally, at our discretion, we may include or offer third party products or services on our 
homepage. These third party sites have separate and independent privacy policies. We therefore 
have no responsibility or liability for the content and activities of these linked sites. Nonetheless, we 
seek to protect the integrity of our site and welcome any feedback about these sites. 

Other important privacy information 
Our products may be used by individuals and organisations. Where the Services are made available 
to you through an organisation (e.g. your employer), that organisation is the administrator of the 
Services and is responsible for the end-users and/or Service sites over which it has control. If this is 
the case, please direct your data privacy questions to your administrator (generally a user 
designated as “Manager” in your organisations account), as your use of the Services is subject to 
that organisation's policies. We are not responsible for the privacy or security practices of a 
Manager’s organisation, which may be different than this policy. 

Managers are able to restrict your access to and privileges within the respective account. If you do 
not want a Manager to be able to assert control over your account or use of the Services, you should 
deactivate your membership with the relevant account or remove any email addresses containing a 
domain owned or controlled by the administrator entirely from your account. Once a Manager 
asserts control over your account or use of the Services, you may no longer be able to withdraw 
membership or change the email address associated with your account without Manager approval. 

Please contact your organisation or refer to your Manager’s organisational policies for more 
information. 
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3. Reptune Acceptable Use Policy 

Reptune is used by a large number of people, and we're proud of the trust placed in us. In exchange, 
we trust you to use our services responsibly. 

You agree not to misuse the Services or help anyone else to do so. For example, you must not even 
try to do any of the following in connection with the Services: 

• Log in with any account but your own; 
• probe, scan, or test the vulnerability of any system or network; 
• breach or otherwise circumvent any security or authentication measures; 
• access, tamper with, or use non-public areas or parts of the Services, or shared areas of the 

Services you haven't been invited to; 
• interfere with or disrupt any user, host, or network, for example by sending a virus, 

overloading, flooding, spamming, or mail-bombing any part of the Services; 
• access, search, or create accounts for the Services by any means other than our publicly 

supported interfaces (for example, "scraping" or creating accounts in bulk); 
• send unsolicited communications, promotions or advertisements, or spam; 
• send altered, deceptive or false source-identifying information, including "spoofing" or 

"phishing"; 
• promote or advertise products or services other than your own without appropriate 

authorisation; 
• sell the Services unless specifically authorised to do so; 
• violate the law in any way, including storing, publishing or sharing material that's fraudulent, 

defamatory, or misleading; or 
• violate the privacy or infringe the rights of others. 
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4. Data Security Policy 

Scope 
Reptune is an online application. This means it can technically be accessed by any person or machine 
that has access to the internet. Data security is therefore an essential aspect of TP Tuned BV’s 
organisation. This Data Security Policy describes the protective digital privacy measures that are 
applied to prevent unauthorised data access. 

Information classification 
Reptune consists of and processes 3 classes of highly confidential information: 

• Reptune data – All proprietary information relating to Reptune as an application, including 
source codes, algorithms, templates, texts, transfer pricing information, manuals and 
training materials. 

• Client data (also referred to as “Your Data” in the Terms and Privacy Policy) – All information 
processed in or uploaded to Reptune relating to a client, generally a multinational group, 
including files and other data. This mainly concerns transfer pricing information, including: 

o Multinational as a whole and/or Division level: ex post, general information 
regarding the business, supply chain, industry, organisational structure, intangibles, 
financial activities, financial information and rulings/APAs; 

o Companies: ex post, general information to identify the multinational group 
companies and to understand their business and functions, as well as limited 
financial data; 

o Transactions: ex post information regarding value and type of transactions between 
multinational group companies. 

• Personal data – Any information relating to an identified or identifiable natural person 
(Article 4 (1) GDPR). This includes mainly name, email address, phone number and account 
activity. 

All classes of information are subject to this Data Security Policy. 

Goals 
Through this Data Security Policy, our aim is to establish the procedures and awareness to ensure 
the highest level of data security. With respect to the individual classes of data we strive to meet the 
following goals: 

• Reptune data: Prevent the unauthorised deletion, access, copying or modification of such 
data to protect a key asset of TP Tuned BV; 

• Client data: Prevent the unauthorised deletion, access, copying or modification of such data 
to comply with legal, regulatory and contractual obligations and protect the interests of our 
clients; and 

• Personal data: Prevent the unauthorised deletion, access, copying or modification of such 
data to comply with legal, regulatory and contractual obligations and to protect the interests 
of the individual Reptune users and TP Tuned staff. 

Security framework 
TP Tuned BV has put in place a framework of documents, processes, people, devices and facilities to 
achieve the goals described above: 
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Documents 

• The Reptune Terms and Data Security Package; 
• Employment contracts, including confidentiality, non-disclosure and/or liability clauses;  
• Agreements with trusted third parties, including confidentiality, non-disclosure and/or 

liability clauses; 
• Data processing agreements and/or terms with trusted third party providers of data 

processing services; 
• Data access registry (who has access to what information and for what purpose; available 

upon request); 
• Employee Privacy Policy; 
• With individual clients: engagement letters, non-disclosure agreements, security checklists 

and data processing agreements.  

Processes 

• Onboarding and recurring training with respect to data security for TP Tuned directors, staff 
and consultants with access to Reptune (“Reptune Resources”), and sign-off on this Reptune 
Terms and Data Security Package; 

• Annual internal audit to verify the application of this Data Security Policy; and 
• Continuous monitoring by the Data Security Officer. 

Reference is also made to the more detailed section on “Specific instructions” below. 

People 

• Data Security Officer (TP Tuned BV); 
• Software developers (TP Tuned BV and consultants); 
• Transfer pricing specialists (TP Tuned BV and consultants); and 
• Supporting staff (TP Tuned BV and consultants). 

Devices 

• Computers – All Reptune Resources shall be provided with a computer and related 
equipment, meeting industry security standards. All computers are password protected, 
their hard disks are encrypted (Bitlocker) and they operate within a secure domain 
maintained by Microsoft Gold Certified Partner, OfficeGrip, on behalf of TP Tuned BV. All 
Reptune Resources shall have a TP Tuned email account.  

• No other devices, including (smart) phones, are currently facilitated by TP Tuned BV. 

Software and applications 

Reptune Resources are allowed use the following software and applications to work with Reptune 
data, Client data and/or Personal data, subject to the limitations provided in this document: 

• .Net Core SDK and .Net Core Runtime (https://www.microsoft.com/net/download) 
• Adobe Acrobat DC 
• Docker Community Edition (https://docker.com/community-edition) 
• FaceTime 
• Filezilla 
• Git Bash 
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• Google Chrome (main), Firefox (for testing) 
• GoToMeeting 
• Microsoft 365, including Windows 10 and Office 365 and all its programs 
• Microsoft Visual Studio and Visual Studio Code (https://code.visualstudio.com) 
• Node (https://nodejs.org/en/download/) 
• Notepad++ 
• Postman (API-testing) 
• Resharper (https://jetbrains.com/resharper/) 
• Slack (https://slack.com/) 
• SQL Server Management Studio (Microsoft) 
• TeamCity (https://jetbrains.com/teamcity/ 
• Teamviewer 
• Trello 
• Webstorm (https://jetbrains.com/webstorm/) 
• Whatsapp 

Facilities 

• The Data Security Officer and software developers are located at WeWork, Strawinskylaan 
4117 5th Floor, 1077 ZX Amsterdam, The Netherlands. WeWork is responsible for the overall 
security of the building, including alarm systems, CCTV, access control, selection of security 
guards and cleaning staff, security locks and visitor management. We are responsible for key 
management and logging of visitors. See “Specific instructions” below.  

• Reptune operates within the Microsoft Azure framework. The application, database and files 
are stored in a highly secure data centres operated by Microsoft. See 
http://azuredatacentermap.azurewebsites.net/. Microsoft is responsible for the security of 
the data centre. Microsoft Azure hosts the following infrastructure: 

 

Specific instructions 
Reptune Resources shall strictly obey to this Reptune Terms and Data Security package, including the 
following instructions: 

http://azuredatacentermap.azurewebsites.net/
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• Only TP Tuned BV staff members and directors can be designated as Administrator. The 
number of Administrators shall be limited to the minimum. 

• Reptune Resources shall only be able to access Reptune with a username and password 
authentication. Users shall only use their own account. 

• TP Tuned BV shall verify user access and authorisations by Reptune users on a regular basis 
(at least quarterly) and take necessary actions in case of irregularities.  

• TP Tuned BV shall disclose on the invoice the current users that are part of the account of a 
client. 

• Reptune Resources shall not use any other device then provided by TP Tuned BV, including 
privately owned phones or computers, to perform tasks relating to Reptune or store any of 
the confidential information. Devices that have been used to access Reptune shall not be 
sold or provided to any person, other than a Reptune Resource. Devices that have been used 
to access Reptune and that will no longer be used, shall be securely destroyed.  

• Reptune data shall not be shared in any way or form, with anyone other than staff 
members, unless approved by the Data Security Officer. Client data shall not be shared in 
any way or form, with anyone other than staff members and users that have been granted 
access to the account of the client, unless approved by the client. No Reptune data, Client 
data or Personal data shall be printed. Reptune Resources shall only store Client data in their 
TP Tuned mail accounts, the Reptune file server on the Azure server or the local hard drives 
of their computers. 

• Privately owned phones may be used to access emails and calendars, and to communicate 
business related information through Whatsapp, if they are locked when not in use and 
subject to the other instructions.  

• Reptune Resources shall only communicate verbally (face-to-face or through audio calls, 
FaceTime, Teamviewer and/or unrecorded GoToMeetings), through Reptune or through 
their TP Tuned email account regarding Reptune data, Client data and Personal data. Other 
media, such as Slack, Trello and Whatsapp can only be used to exchange communications of 
a general nature or regarding Reptune data.  

• During working hours, Reptune Resources shall lock their computers when leaving their 
desks. Outside working hours, Reptune Resources shall either take their computers with 
them or store them in one of the cabinets (locked).  

• Only TP Tuned BV staff shall carry office keys and a register of keyholders shall be 
maintained. A log shall be maintained of persons visiting TP Tuned BV staff at TP Tuned BV 
offices.  

• The office shall be locked by the last person leaving.  
• TP Tuned staff shall receive an email with the Employee Privacy Policy to secure internal 

Personal data. (The Reptune Privacy Policy deals with our security policy relating to external 
personal data.) 

• Reptune Resources shall not use translation services, hosted by e.g. Google or Microsoft, to 
process Reptune data, Client data or Personal data, without prior approval from the client. 

• Unless a trusted resourcing company has provided a background check on an employee or 
consultant, Reptune Resources shall provide periodic evidence that they do not have a 
criminal record. 

• TP Tuned BV shall impose the same security requirement as included in this Data Security 
Policy on third party service providers with access to Reptune or Reptune data, including 
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consultants. If TP Tuned BV intends to engage a new third party to process data on its 
behalf, TP Tuned BV shall ensure that it meets the requirements imposed by the GDPR. 

• Reptune Resources shall only use non-public / password-protected internet connectionsto 
perform their work. This includes non-public / password-protected WIFI networks and 
password-protected cellular hotspots. 

Responsibilities 
• The Data Security Officer is primarily responsible for maintaining and monitoring the 

execution of this Data Security Policy.  
• All other TP Tuned staff and consultants are responsible for meeting their obligations 

included in this Data Security Policy. 

Consequences 
The consequences for non-compliance with this Data Security Policy will depend on the degree of 
non-compliance. Consequences may include warnings, penalties or termination of contract. 
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